@Z/ ESI eSIP and eCloud

ESI Phone LDAP Contacts with
Active Directory

This document is intended to be followed as a general guideline to set up access to a simple Active
Directory (AD) from an ESI Phone using Lightweight Directory Access Protocol (LDAP).
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Introduction

This document describes the procedure used to access a simple Active Directory (AD) using Lightweight
Directory Access Protocol (LDAP). This document should not be interpreted as a universal “how to get
access to any Active Directory”, but rather a guideline describing how ESI’s product Management setup
one phone to retrieve information from a very simple Active Directory.

Please notice that the structures of Active Directories will be different in each company and therefore the
administrator of the Active Directory needs to be involved in providing the appropriate information to enter
into the phone via the GUI interface.

For the creation of this guideline document, a very simple Active Directory was created with fake values
with the purpose of illustrating the relationship between the data in the Active Directory and the
information required in the phone’s GUI to be able to retrieve names and phone numbers for users and
contacts.

The Active Directory

Each company will have a different structure for the Active Directory being used. The administrator of the
Active Directory should provide assistance in identifying what data should be entered. The network
administrator should also provide guidelines as to what user should be used to gain access to the Active
Directory. For this procedure, the credentials of one of the users were used, but that doesn’t have to be
the case always.

Access to the company’s Active Directory is always protected and therefore the network administrator
should also provide assistance in giving the phones secure access to the network where the Active
Directory resides. That may be setting up a VPN connection or something similar. Setting up the secured
access to the network where the Active Directory resides is not covered in this document as it will be
specific for each customer.

For this exercise, a very simple Active Directory was created on a virtual machine in a personal computer.
Access to that virtual machine was therefore very easy and no VPN connection had to be set. The IP
address of the virtual machine happened to be 10.0.0.5, but in actual implementations the IP address to
be used should be the address of the server hosting the Active Directory.
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The following figure shows three users defined in the Active Directory under the Users folder and at the
top, the path where those users are located.
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In this exercise, user Jose Mario Venta will use his credentials to access the Active Directory. The figure
below shows the DN for this user which is one of the elements that need to be known.

File Edit Favorites Search Compare History Help

~u

& |

- Active Directory Explorer - Sysinternals: www.sysinternals.com [ESI-Test-AD [mario-dc.testdomain.com]]

BE |

lomain, DC =com,ESI-Test-AD [mario-dc. testdomain. com]

Path: | CM=Jose Mario Venta,CN=Users,DC

| :l CN=Computers || | Attribute Syntax Count  Value(s) |
| CN=Deleted Objects ] accountExpires Integerd 1 0xFFFFFFFFFFFFFFFF
pile i j adPasswordTime Integerd 1 0x0
B CN=F0reignSecurityPrincipaIs. QbadedCount Integer 1 V]
D CN=Infrastructure a o DirectoryString 1 Jose Mario Venta
D.. E:=Ir:qostﬁ-nd§?sund. % | QcodePage Integer 1 a
=Managed Service Accoun] 9 i
yCode Integer i 0
D.. gﬁ;r;:::egzzkms Q description DirectoryString 1 General Admin.
I Cn=Program Data Q d!spflayl\.lame B :
75 CN=System @ distinguishedrame I DN 1 CMN=Joze Mario Venta,CN=Users, DC=testdomain,DC=com
[3] CN=TPM Devices %dSCDrePropagaﬁonDam & T D T D T L Ly o0 T T 00|
j CN=Users | givenMame DirectoryString 1 Jose
&% CN=Administrator 8] initials DirectoryString 1 M,
CM=Allowed RODC Passw| Q instanceType Integer 1 4
CM=Cert Publishers Q ipPhone DirectoryString i 1010
'EE CM=Cloneable Domain Cot Q lastLogoff Integerd 1 0x0 =
42, CN=Denied RODC Passwa _ || | =] lastLogon Integerd 1 0%
2, ch=Dnsadmins = || [#]lastLogorTmestamp Integerd | 7/25/2022 2:05:16 PM
‘% CN=DnsUpdateProxy QlogonCount Integer 1 0
# CN=Domain Admins ] mobile DirectoryString 1 459 010 1010
'EE CN=D0ma¥n Computers 9 name DirectoryString 1 Jose Mario Venta
% EN- Doz Gotrollers 8] nTSecurityDescriptor NTSecurityDescriptor 1 D:AL(DA;RP;4c 164200-20¢0-11d0-a768-002a00620529;RS) (DA
SE E::goma!n Euests Q objectCategory DM i CN=Person,CN=5chema,CN=Configuration, DC=testdomain,DC =1
% CN:E:tr:;'is:i;mins Qobjectclass QID 4 top;person;organizationalPerson;user
% CN=Enterprise Read-only @ objectGUID OctetString 1 {8D33A3358-1F28-41A3-9895-946C83600 740}
CN=Group Policy Creator Q objectSid Sid 1 5-1-5-21-446639061-4013792813-2752567299-1107
B CMN=Guest Q primaryGroupID Integer 1 513
ol M 1 =10se Mario Venta S}' pwdLastSet Integers 1 7/14/2022 3:10:31FPM

The following figure shows the two external contacts defined in the Active Directory under the Phonebook

folder.
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Setting up Active Directory via the phone’s GUI

Getting the phone IP address
Getting the IP address for ePhone8

Obtain the IP address of the phone you want to setup to access the Active Directory. In an ePhone8 you
can do that by sliding your finger from the top of the screen down, which will open a small window where

the IP address can be seen.
4:15 PM

Thu, Aug 8

v 3 o

21 vDroid ~
Network connected
WAN Mode: DHCP

Subnet mask: 255.255.255.0
Gateway:10.0.0.1
DNS:10.0.0.1,0.0.0.0

Manage notifications

Alternatively, you can also find the IP address by selecting Settings (gear icon) on the main screen,

and then select Network.

< Phone Settings

Status
(@ common @ Network

8 Account I] Phone

Here you will find the IP address.
< Network

Network Type Ethernet
Connection Mode DHCP

MAC Address 00:A8:59:FB:F9:C2

IP Address 10.0.0.18
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Getting the IP address for ePhone3/4x v2, ePhoneX/X-1

Press the Menu key on the phone.

1000 FRIAUG 9 1

o
.
I

QSZI/ ]
mm OU80 .

Then select Status and press OK.

11:37AM

Features Application  PhoneBook

CallLog Message Basic Advanced

You will find the IP address under the Network tab as shown below.

0 Network [T Account TRO69 *

1. Vlan Id None J
2. Mode DHCP/IPv4

3.ETHIP [10.0.0.18]

4. Wi-FilP N/A

5. SSID N/A

e | 1 ]
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Getting the IP address for ePhone3/4x v1

Press the Menu key on the phone.

10 02

Ryan Sell‘|
 — THU NOV 2
Jason Zarj

History Dir DND

Select Status and press Enter.

2 Features
3 Settings
4 Applications

5 Phonebook

Under Status you will find the phone IP address.

1 Mode: DHCP

3 Software: 2.12.1.7325
4 WEB Portal

5 More..

T T N T
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Logging in to the phone’s GUI

Open a web browser, enter the phone’s IP address in the URL field and press Enter.

&€ 5> C { A Notsecure | 10.0.0.18

Then enter the User and Password into the login window and click Login.

User: |admirr Hl

Password: --| nsf

Language: English ~ O

Setting up the phonebooks

ePhone8, ePhone3/4x v2, ePhoneX/X-1

Now you are in the phone’s GUI. Go to Phonebook > Cloud Phonebook.

» System

Cloud phonebook
XML w ][ XML1 | [ XML2 | [ XML3 |[ XML4 | [ BACK |

» Network

[ Add to phonebook | [ Add to Blocked List | [ Add to Allowed List | Previ

: Phone settings a Index

*  Phonebook

Manage Cloud Phonebooks

Tndaw Cloud nhonshaol: nama  Claud nhoneahanl: LRI C_a_lllng Se.arCh Pha_nebook Aarthantic

We will create two Active Directory Cloud Phonebooks, one for the PBX users and one for the external
contacts. You can have up to 4 Active Directory Phonebooks.

Select LDAP from the dropdown menu, then click LDAP Phonebook.

Cloud phonebook
LDAP__ || LDAP Phonebook | [ LDAP2 | [ LDAP3 | [ LDAP4 | [ BACK |

XML
BroadSoft

| Add to phonebook | [ Add Blocked List || Add to Allowed list |
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To create the first phonebook, select LDAP1 from the dropdown menu under LDAP settings, enter the
necessary information as shown in the example below and click Apply.

LDAP Settings

LDAP LDAP 1 hd

Display Title: [PEX Phonebook ] Version: Version 3 v

Server Address: [10.0.05 Server Port: [389

LDAP TLS Mode: LDAP v calling Line: AUTO ~
Authentication: [ Simple v | Search Line: AUTO v
Username: [CN=Jose Mario Venta,CN=L| Password: @]
Search Base: [CN=Users 'Dcités'tdo'fh'éin'.li_: Max Hits: [100

Telephone: [ipPhone Maobile: .:mj:ibi'fé

Other: [mobile Name Attr: [en =n

Sort Attr: [cn Display name: [cn |
Name Filter: [(l{cn=%)(sn="%}) Number Filter: [((ipPhone="%)(mobile=%)(ol
Enable In Call Search: Enable Qut Call Search:

| Appy |

Display Title: Give this phonebook a name, in this case “PBX Phonebook”

Server Address: Enter the IP address of the server hosting the AD.

LDAP TLS Mode: Use LDAP

Authentication: Select “Simple” from the dropdown menu

Username: Enter the complete DN (as shown in the AD) for the user that will give access to the AD.

Search Base: Enter the path in the AD where the search should begin, in this example, the users are
listed under testdomain.com/Users so, this is CN=Users, DC=testdomain, DC=com

Telephone: Enter the field in the AD where the extension number is specified, in this example, ipPhone
Other: If there are other fields populated in the AD you can enter one of them here

Sort Attr and Name Filter are automatically populated but if they are not just copy what’s shown in the
figure above.

Version: select Version 3 from the dropdown menu
Server Port: 389

Calling Line and Search Line: Enter the phone’s line for which you want this Phonebook to show, in this
case there is only one line so you can use “AUTO”

Password: Enter the AD password for the specified Username
Name Attr: cn sn

Display name: cn

Number filter: should be automatically populated but if it is not, enter
(I(ipPhone=%)(mobile=%)(other=%))

Please notice that the first field name (ipPhone) should be the same you have entered in the Telephone
field above.

Checkmark the “Enable In Call Search” and “Enable Out Call Search”
Click on the Apply button.

NOTICE: fields Telephone, Mobile and Other, can be populated with whatever values of the AD you
want to retrieve (where phone numbers may have been stored).

Page 9 of 21 0455-0319 Rev C



The users retrieved from the Active Directory should now be listed in the Cloud phonebook section, and
you will see a new button that reads PBX Phonebook as shown below.

Cloud phonebook
q [ PBX Phonebook || Business Contacts | [ LDAP3 | [ LDAP4 | [ BACK |

[ Add to phonebook | [ Add to Blocked List | [ Add to Allowed List | Page: [1v|[ Next |
] Index
] 1 Jose Mario Venta 1010 469 010 1010
o 2 Administrator 9999 469 999 9999
Entries per page

To create the second phonebook named Business Contacts, select LDAP2 from the dropdown menu
under LDAP settings, enter the necessary information as shown in the example below and click Apply.

LDAP Settings

LDAP [LDAP 2 v |

Display Title: [Business Contacts B] Version:

Server Address: [10.0.05 | Server Port: [389 |
LDAP TLS Mode: [loar v Calling Line:
Authentication: Search Line:
Username: [CN=Jose Mario Venta,CN=L] Password: ®]
Search Base: [ou=PhoneBook DC=testdol| Max Hits: [100 |
Telephone: [telephoneNumber | Mobile: |mobile |
Other: [hemePhone | Name Attr: [en sn |
Sort Attr: [en | Display name: en |
Name Filter: [1ten=0)isn=2)) | Number Filter: {I(telephoneNumber=3)({mal|
Enable In Call Search: [] Enable OQut Call Search: 12

The users retrieved from the Active Directory should now be listed in the Cloud phonebook section, and
you will see a new button labeled Business Contacts as shown below.

Cloud phonebook
LoAP v || PBX Phonebook || Business Contacts || LDAP3 |[LDAP4 | [ BACK |

[ Add to phonebook | [ Add to Biocked List | [ Add to Allowed List | Page: [1 v
] Index
o 1 Lewis Hamilton 9721111111 972 001 0111
0 2 Sergio Perez 469 222 2227 469 022 0222

100 ~ | Entries per page
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ePhone3/4x v1

LDAP settings for ePhone3 v1 and ePhone4x v1 are similar to the above, with a few minor differences in
how a few of the settings are named. You can click the question mark @ for a description of the setting.

LDAP Settings >>

LDAP

Display Title

Server Address
Authentication

Username

Search Base
Search Line

Telephone

Other

LDAP Name Filter

Once configured, the phonebook will appear in the Cloud phonebook list.

Cloud phonebook

[Lpar 1 v|
I I Version
(7]
I I Server Port
7]
L Line
I |
Password
7]
I I Enable Callin
g Search
(7]
[telephoneNumber | .
Mobile
(7]
|home | .
Display name
(7]
I | ;
LDAP Number Filter
7]

Version 3 v | @

[389

(7]
o
I

7]
0@

[mobile

|cn

Search |

XML | [ XML2 | [ XML3 | [ XML4 | [ XML5 | [ XML6 | [ XML7 | [ XML8

PBX Phonebook | | Business Contacts

LDAP3

LDAP4
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Viewing phonebook on the ePhone8

Viewing ePhone8 individually created Phonebooks

On your ePhone8, tap on the Phonebook icon on the main screen.

Now tap on the web phonebook on the menu to the right of the screen.

Both Cloud Phonebooks should be listed on your screen, identified with the names you gave them before.
You will see the IP address of the server hosting the Active Directory underneath each name.

Tap on the PBX Phonebook.

< Network PhoneBook

PBX Phonebook

Business Contacts

Page 12 of 21 0455-0319 Rev C



You will see the contents retrieved from the PBX Phonebook Active Directory as shown below. In this
example is the contents of the folder that contains the Users. Other Active Directories may be structured

differently, with Organization Units and such, in this example you can see a “Guest” user with a phone
number and a user for extension 1010.

& PBXPhonebook

G Group Policy Creator Owners

G Guest

9721111000

. Jose Mario Venta
K krbtgt
P Protected Users

RAS and IAS Servers

Read-only Domain Controllers

Go back to the previous screen and tap on the Business Contacts.

< Network PhoneBook

PBX Phonebook
10.0.0.5

Business Contacts
10.0.0.5

Now you will see the external contacts and their phone numbers defined in the Business Contacts
Active Directory.

& Business Contacts

| Lewis Hamilton 9721111111

S Sergio Perez 469 222 2222
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Configure Phonebook icon to access Active Directory directly
You can set up the ePhone8 Phonebook icon to access the Active Directory directly.

1. Select Settings Gear Icon that is located on the ePhone8 home screen.

100212

02

THU AUG 08

2. Scroll down to System, and then select Display.

10027 11:54 AM
& Phone Settings
% Emergency Call
Media
Q  Audio
O Video

System
Display Language & Input
& Key Date & Time
@ Password = Maintain

Q) Reboot

3. Scroll down, and then select Select Phonebook Type.

10027 11:56 AM

& Display
Enable shortcuts and widgets
Enable operator mode o

Theme White Theme

Screen saver & Sleep

Power indicator

Select Phonebook Type Network PhoneBook
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4. Select Network Phonebook.

11:59 AM

Select Phonebook Type

Contacts

Group

Network PhoneBook I

DoorAccess List

Press the Phonebook icon E;l on the home screen and the Active Directory contacts will be displayed
where user can scroll through the directory list or search by either Name or Number.

Search by number:
Jason Zartman 10 @

11:01 AM
€ LDAP Phonebook(41)

~ HallF

o KEHE()

A Andrea Z

FhkkkkkD

Suggest contact names? Touch fer info

q w e r t y u i o p a
a s d f g h i k I (o

+ z X c v b n m ! ? +

2123 ‘ ©

Search by name:

Jason Zartman 12 3 11:02 AM

< LDAP Phonebook(2)

i

) Cheese ea.. 3001

o

S ephanyR 2714 **xx*%x%Q

Suggest contact names? Touch for info.

-

q W e r t y u i 0 p C a
a s d f g h j k I Q@

* z X c v b n m ! ? S

2123 . @

Page 15 of 21 0455-0319 Rev C



Viewing phonebook on ePhone3/4x v2, ePhoneX/X-1

Configure a Contacts Softkey to access Active Directory
Set the contacts Softkey to access the Active Directory as default:

1. Select Menu.

Hot Dog 15 SEP FRI

Line1 3003

Line 2 3004
3000 @ 3005

- 3006
SO000 ...
Callog

2. Use the arrow keys to scroll to Basic and press OK

Menu 02:31PM

3001

3002

= m 1]
Status Features  Application PhoneBook
8 0 &8 06
CallLog Message Basic Advanced

3. Select 6. Keyboard and press OK

Basic 03:25PM

6. Keyboard |

7. Greeting Words
8. Bluetooth

9. WLAN

10.Reboot System

4. Select 2 Soft DSS Key Settings and press OK

Keyboard 03:30PM

1. DSS Key Settings

2. Soft DSS Key Settings J

3. Softkey
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5. Configure the Soft DSS Key Settings as follows:
a. Softkey: 1-1

b. Type: Key Event
c. Key: LDAP Group
d. Line: LDAP Group1
e. Name: Contacts (or configure your own key name)
f. Press OK
1. Softkey 1-1 <]
2. Type Key Event fe>|
3. Key LDAP Group <]
4. Line LDAP Group1 |
5. Name Contacts )

6. From the Keyboard menu select 3. Softkey and press OK

Keyboard 03:32PM

1. DSS Key Settings
2. Soft DSS Key Settings

3. Softkey |

7. Select 2. Contact and press OK

Softkey 03:32PM

1. CallLog

2. Contact J

3.DND

4. Menu

8. Using the left/right arrow keys select the soft DSS Key previously configured in step 5
and press OK (Dsskey1 = Softkey 1-1, Dsskey2 = Softkey 1-2, etc)

Softkey 02:39PM

1. Softkey Dsskey1 \2]

9. Return to the idle screen
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Press the Contacts softkey and the full Active Directory is displayed where user can scroll

through the directory list or search by either Name or Number.

Search by number:

Search 02 :56PM

214l
Q Andrea Z

0/41
3004

ﬂ Andrea Z

214 kddkddk D

Q Jim Dandy

214 *kknkn 4

0 Jane Dandy

21 4 dedoddededk 5

Croun || 258 | oot |

Search by name:

Search 02 :57PM

ST

» 8\ Cheese Steak

0/2
3001

Q Stephany R

214 % #x%%%9

| Retun |_____|_ABC_| Delete |
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Viewing phonebook on ePhone3/4x v1

Configure a Contacts Softkey to access Active Directory

1. Select Menu.

THU NOY 2

History Dir

2. Select Settings

1 Status

2 Features

4 Applications

5 Phonebook

3. Select Basic Settings

Settings

2 Advanced Settings

4. Select Keyboard

Basic Settings

2 GScreen Settings
3 Ring Settings
4 Voice Volume

5 Time & Date
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5. Select 2. Soft DSS Key Settings and configure a key as follows:

Keyboard
1 DSS Key Settings

3 Programmable Keys

4 Desktop Long Pressed

5 SoftKey

a. DSS Key1 (or select your desired DSS Softkey).
b. Type: Key Event
c. Key: LDAP
d. Line: LDAP1
e. Select Save or OK
6. Go back to Keyboard.
7. Select 5. Softkey

Keyboard
1 DSS Key Settings

2 Soft DSS Key Settings

3 Programmable Keys

4 Desktop Long Pressed

w
o
®
Q
~—
N
=
=

SoftKey
1 History

3 DND

4 Menu

9. Use the left/right arrow keys to select value to DSS Key1 (or select your desired DSS soft key).

SoftKey2

DSS Keyl o)
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Notice that the menu name changed from Dir to DSS Key1.

SoftkKey

1 History

3 DND I

4 Menu

10. Press OK.
11. Return to the idle screen.

Notice that the name of the Dir key at the bottom of the screen changed to LDAP.

3 54

PM

TUE AUG 20

B8 a

History LDAP DND  Menu

1. Press the LDAP key to access the Active Directory. The full directory is displayed. The user can
scroll through the directory list or search by either name or number.

Search by number:
Search:214 _
) Zartman
) Dandy
€3 Dandy
€% Solomon

€% Cordova

Search by name:

Search:da_

€% Dandy
€% Dandy
€% Randall

€3 Adams
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